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Abstract

In a research and technology applicationproject at Bell-
core, we used multidatabase transactions to model multi-
systemworkflows of telecommunication applications. Dur-
ing the project a prototype scheduler for executing multi-
database transactions was developed. Two of the issues
addressedin thisproject were concurrent execution ofmulti-
database transactions and theirfailurerecovery. Thispaper
discusses our use of properties of the application and the
telecommunication systems to develop simple and efficient
solutionsto the concurrency control and recoveryproblems.

1 Introduction

ServiceProvisioning istheactivity of setting up atelecom-
munication service based on acustomer’s requests. A provi-
sioningactivity involves acoordinatedaccess tomultiplehet-
erogeneous telecommunication application systems, called
Operation Support Systems (OSSs). Each OSS typically
manages onefunction such as billing,or inventory control of
aclass of circuit facilities. We believethat such work flows
can be effectively modeled as multidatabase transactions.

A multidatabase transaction model called Flexible Trans-
actionswere introduced in [7, 101 to model global transac-
tions in heterogeneous multidatabase systems. The flexible
transaction model separates thespecification of the protocol
for coordinating the component transactions of the global
transactions from the specification of the component trans-
actions. The coordination protocol governsboth the control
flow and data flow among thecomponent transactions.

The applicability of the Flexible Transaction model to
Bellcore ServiceProvisioning applicationswas evaluated by
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specifyingtwo such applicationsusingit andby developinga
prototypesystem forexecuting such flexibletransaction [2].
The prototype implementation has shown that many work
flow applications can be declaratively specified as flexible
transactionsandprovided the firstevidence that it ispossible
toautomatically synthesizeapractical executable implemen-
tation from thespecification.

Although the preliminary results were promising, the
scope of theoriginal implementation wasquite limited. The
earlier scheduler did not address the issues of concurrent ex-
ecution of flexible transactionsor the problemsthat may be
caused by the failureof the scheduler. It is quite clear that
both of theseproblemswouldhavetobesolvedbeforeit ises-
tablishedthat theflexibletransactionstechnologycan beused
to successfullysupport ServiceProvisioningApplicationsin
an industrial environment. In thispaper, wediscuss theim-
plementationof concurrency control and failurerecovery for
applicationsbased on theflexible transaction model. We dis-
cusstheuseof modified altruistic locking [9]astheproposed
concurrency control mechanism. We also discuss the failure
recovery of the Concurrency Controller and schedulers of
individual flexible transactions. Wherepossible, weexploit
our knowledge about the application and about the system
environment to design simpler and moreefficient solutions.

2 Flexible Transaction Model

A flexible transaction (Fr) [7, 10] is specifiedby provid-
ing: the precondition of the global transaction, aset of sub-
transactions, the externally visible states of each subtrans-
action and the possible transitionsamong these externally
visible states, preconditionsand postconditionsfor thepossI-
ble transitionsof each subtransaction, and the postcondition
of the global transaction.

Thus, a flexible transaction includes a protocol for co-
ordinating the control and data flow among the component
transactions. This protocol is specified by astate machine.
The precondition for the global transaction specifies its le-
gal initial states. The postconditionof the global transactiOfl
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specifiesthesetof conditionsdefiningits legal (i.e. accept-
able) final states;someof theselegal final statesmay be
viewedas successfulcompletionof the global transaction;
othersmaybeviewedas“successful(clean)failure” of the
global transaction.The setof externallyvisiblestatesof a
subtransactionusuallyincludes: initial, executing,commit-
ted, preparedto commit, aborted. The preconditionsand
postconditionsmay bestatedin termsof thestatevariables
for the subtransactionsand additionalvariables. The pre-
conditionsmayexpressdependenciesbasedontheexecution
stateof othersubtransactions,aswellasdatadependenciesor
temporaldependencies.Non-trivial postconditionsfor tran-
sitionsmay be necessaryto expresscorrectnesscriteriaon
outputmessagescontainingparametersnecessaryfor initial-
izationof the subtransactions.Preconditionsfor transitions
mayexpresscorrectnesscriterion on inputmessages.

The traditionaltransactionsareusuallycharacterizedby
theatomicity, consistency,isolationanddurabilityrequire-
ments,calledtheACID propertiesof transactions.To better
supportperformanceandautonomyrequirements,theFlex-
ible TransactionModel relaxedthe isolationandatomicity
properties.

The full atomicityis replacedby theguaranteethataflex-
ibletransactionmay terminateonly in oneof theacceptable
states.Someoftheseacceptablestatesmay involvecompen-
sationof sometransactions.Theconsistency(correctness)
requirementis replacedby thecorrectnesscriterion for flex-
ible transactions,which is the existenceof aschedulerthat
guaranteesthata flexible transactioncan reachone of the
acceptablestates,for anyinitial stateof transactionandthe
multidatabasesystem. Theisolationgranularityof a flexi-
ble transactionis asubtransaction.Finally, thedurabilityis
guaranteedby assumingthateachlocal systemprovidethe
durabilityof its committedsubtransactionsandby assuming
thatthestateof theschedulerpersistssubsequentto system
malfunctions.

Theflexible transactionmodelallows bothcompensable
[8] andnoncompensablesubtransactionsto coexistwithin a
singleFT. If compensatingtransactionsaredefined,thecom-
pensationis consideredcorrect, if both the original trans-
actionand its compensatingtransactionscommit, andthe
compensatingtransactionis serializedafter thetransactionit
compensates.If theoriginal transactionis not executedor
aborted,thecompensatingtransactionmustnot becommit-
ted.

3 Properties of TelecommunicationsEnviron-
ment

An importantpartof our prototypeimplementationis a
schedulerthatcontrolstheexecutionof asingleflexibletrans-
actionanddetermineswhenvarioussubtransactionscan be
scheduled[3]. Oncescheduledforexecution,asubtransac-
tion is givento theexecutionagentthatcommunicateswith
an OSSsto executethesubtransactionandpassesbackthe

resultsto thescheduler.Theremainderof thepaperoutlines
theconcurrencycontrol andfailure recoveryaspectsof the
scheduler.

To designconcurrencycontrolandrecoverymechanisms
thataresuitablefor ourclassof applications,we carefully
analyzedtheprocessof ServiceProvisioning.We haveiden-
tified anumberof propertiesof theOperationSupportSys-
temsinvolvedin theprovisioningthanmayaffect thechoice
of asuitablemethod.Thesepropertiesarelistedbelow:

• OrderPreservation: In everydatabasesysteminvolved
in theprocess,thesubmissionorderof transactionsde-
terminestheir executionorder,as longas the transac-
tions belong to the sameclass. Thereare only two
priority classes- hot (express)andnormal.

• RelaxedIsolation: The granularity of isolation is a
(sub)transaction.Theresultsof a committedsubtrans-
actionbecomevisible to otherconcurrentlyexecuting
transactionsimmediately. If the provisioningactivity
(flexible transaction)fails, theseresultsareundoneby
executingcompensatingtransactions.

• LimitedcommutativityForsomesystemsinvolvedin the
processof provisioning,the subtransactionssubmitted
to thesesystemsarecommutative,i.e., theycan beex-
ecutedin anyorder. However,onecan not assumethat
all subtransactionsarecommutative.Forexample,if an
allocate-transactionand its correspondingdeallocate-
transactionrunconcurrently,theresultis unpredictable
andthemultidatabasesystemcanbeleft inaninconsis-
tentstate.Thisis becauseif specialprecautionsarenot
taken,atransactionperformingade-allocationof some
dataitem maybeexecutedbeforethecorrespondingal-
locate transactionis performed.Therefore,adataitem
maybeleft in theinventorymarkedas“allocated”, even
thoughits correctstatusshouldbe“free”.

• Idempotency:The systemsinvolvedin theprocessof
provisioninghavethe“at leastonce” semanticsi.e., the
executionof atransactioncanberepeatedwithoutcaus-
ing anyinconsistency.Usually,whenthesamerequest
is issuedtwice, oncethe first is done,the secondis
rejected.

• Monotonicity Oncethepreconditionsfor theexecution
of a (sub)transactionbecometruetheydo not become
false later. In particular, the (sub)transactioncan be
undoneby executinga compensatingtransactionif the
schedulingpreconditionsfor thecompensatingtransac-
tion aresatisfied.

Theabovepropertiesareusedin thedesignof practical
concurrencycontrolandrecoverymechanismsfor theflex-
ible transactionsusedto modelServiceProvisioningwork-
flows. Orderpreservationtogetherwith theassumedrigor-
ousness[4] of the local concurrencycontrollersallows the
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early release of locks. Relaxed isolation requirements elim-
inate the need for global commitment protocols. Limited
commutativity means that exclusive locks are requiredonly
for some classes of subtransactions. As aresult the concur-
rency control mechanism wedesignedallowsahigher degree
of concurrency, than theonepossiblewithout thisknowledge
of the applicationsand systemenironment.

The remainingpropertiessignificantly simplify therecov-
ery mechanisms. Sincethesystemsareidempotent inthecase
of afailureof thescheduler it can safely resubmit all transac-
tionsthat werescheduledand forwhichno acknowledgement
wasreceived atthetimeof failure. This andthe monotonicity
property allow the roll-forwardrecovery of transactions that
were in progress at thetime of afailure from the re-do logs.

4 Scheduling of Flexible Transactions

The processof scheduling of aflexible transaction is pre-
sented in Figure 1. The scheduler first checks for satisfac-
tion of the preconditions for execution of each subtransac-
ton,i.e., determines whetherasubtransaction isschedulable.
A schedulable subtransaction may be submitted for execu-
tion to the transaction agent. Once the agent notifies the
scheduler that thesubtransaction is completed, the scheduler
checkswhether an acceptable state hasbeen reached. If this
is the case, the flexible transaction is completed, otherwise
theschedulingpreconditionsfor subtransactionsarechecked
againandnew subtransactionsmay becomeschedulable. The
process continues until the flexible transaction completes
successfully or until it reaches a compensated state. In a
multi-user environment, the scheduler must consult with the
concurrency controller to decide whether a subtransaction
may be submitted for execution. It also needs to log the
stateinformationin thesecurestorage, so that the scheduling
can be resumed in case of a failure. These issues wil l be
discussed in detail in the followingsections.

4.1 Concurrency Control

Multidatabase transactions and the related concurrency
control techniques arereviewed in [5]. In particular,a num-
ber of methods can be used to assure global serializability
which constitutes asuitable correctness criterion forconcur-
rent execution of multidatabase transactions, in theabsence
of additional information about their semantics. In the dis-
cussion below,wewil l attempt to take advantageof theprop-
erties of the ServiceProvisioning described above, to relax
therequirements of global serializability and allow a higher
degree of concurrency. With thisobjective in mind, we will
introducetheconcept of FT-serializability,which webelieve
to bea suitablecorrectness criterion forour environment.

Theobjectiveof concurrency control is to assure that the
(relative) serialization order of multidatabase transactions
should be the same, at all sites theyexecute. [6]haveshown

that the above condition is sufficient to assure global seri-
alizability. However, in the provisioning environment this
requirement can berelaxed to require that the (relative) seri-
alization order of Flexible Transactions should be the same
only at those siteswhere they conflict. This would lead to
aweaker notion of serializability (called FT-serializability),
which wil l serve as our correctnesscriterion for concurrent
execution of FlexibleTransactions.

Wefirst must define conflictsamong flexible transactions.
Commutativity is aproperty of aparticular class of transac-
tions. For example, two allocate transactions may be com-
mutative, if they allocate different items, for even though
different itemsmay beallocated if the transactions arerun in
adifferentorder, theallocated itemsare “satisfactory”. Two
(sub)transactions conflict if they executeat the same(local)
system, and they are not commutative.

The conflict relation is transitive,and hencedetermines a
set of equivalence classes, which wewil l call conflict classes.
Conflict classes can be used to determinethe granularity of
locking. To define flexible transaction serializability (FT-
serializability), let us consider two flexible transactions FTx
and FTy, and conflict classes, i and j.

A global scheduleisFT-serializable if for anysubtransac-
tions STi

x
 and SIj

x  e FTx , and STi
y and STj

y e FTy,
such that conflict(STi

x , STy
i) and conflict(STj

x , STj
y)

STi
x -< STi

y => STj
x  -< STj

y , at all sites they conflict.
The -< relationship is defined in terms of local serializabil-
ity. Fr-serializability establishesa(partial) order among all
flexible transactions.

To ensureFT-Serializability,weassume that each schedul-
ing automaton of aflexible transaction sends alock request
to the global Concurrency Controller to determinewhether
a given subtransaction can be scheduled. Once the lock is
granted the subtransactionmay proceedfurther, otherwiseit
must wait.

Because of the assumption stated earlier, thesubmission
order at each system, can be used to determine the execu-
tion and, eventually, the serialization order at each site. We
rely on the concurrency control mechanism of the local sys-
tem to assure that the transactions that are submitted to the
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local systemwill be executedcorrectly with respectto the
local concurrencycontrol. Therefore, the lock held by a
subtransactioncan bereleasedassoonasthesubtransaction
completesitssubmissionphase.Hence,wemayhaveseveral
transactionsthatareexecutingconcurrentlyateachsite.

Theproposedalgorithmissimilarto thealtruisticlocking
introducedin [1]. We havetakenadvantageof theproper-
tiesthesystemsinvolvedin theprovisioningto reducethe
durationof the locks from the time neededto completea
transactionsto thetime neededto submitit. Although we
usethe samelocking granularityas altruistic locking, our
algorithmallowsahigherdegreeof concurrency.

4.2 FailureRecovery

Theobjectiveofrecoverymechanismsin transactionman-
agementis to enforcethe failureatomicity of global trans-
actions. In the caseof flexible transactions,the recovery
proceduresmustmakesurethata failedflexible transaction
eventuallyreachesan acceptablestate- possiblythecom-
pensatedone. Weassumethatthelocal systemsinvolvedin
ServiceOrderProvisioningusetheir local recoverymecha-
nisrnsto handle theirlocal failures. Therefore,in our dis-
cussion,we will concentrateon handlingthefailuresof the
executioncontrollersfor flexibletransactions,whichinclude
schedulers,concurrencycontrollerandthelocal agents.

To recovertheexecutionenvironmentcontext,weneedto
restorethestateinformationsthatconcurrencycontrollerand
schedulershadatthetimeof failure. Thestateinformation
of theconcurrencycontrolleris statusof its lock table. The
statusof theschedulerincludesthe informationaboutthe
executionstatesof eachsubtransactionandthe information
abouttheschedulingpermissionsreceivedfrom theconcur-
rencycontroller.This informationmust bekeptin thelocal
logsmaintainedseparatelyby theconcurrencycontrollerand
theschedulers.

One of the major advantagesof our failure recovery
schemeis its modularity. Eachschedulerandtheconcur-
rencycontrollermay recoverfrom afailure usingonly the
informationfrom its ownlog. Sincethe transactionagents
areresponsiblefor theexecutionof asingle(sub)transaction
thereis no needto recovertheir state.Onceafailureof an
agentis detected(for example,by settingup atimeout)the
agentprocesscanbesimplyrestarted.Thiscannotcauseany
harm,sinceweassumethatthelocal systemsareidempotent.

5 Summary

In thispaper,we showedhow current technologiesfor
heterogeneousmultidatabasesystems,(flexible transactions
combinedwith altruisticlocking), canbeappliedto improve
alargeclassoftelecommunicationindustryapplications,Ser-
vice Provisioning. We first, analyzedthecharacteristicsof
theServiceProvisioning,andtheexistingsystemsthat par-
ticipatein processingthe applications,andthendeveloped

suitabletransactionmanagementtechniques.By takingad-
vantageof the specific propertiesof the local systemsin-
volvedin theServiceOrderProvisioning,we were able to
designsimpleandefficient concurrencycontrol andrecov-
erymechanisms.Thesemechanismsarelessgeneralthanthe
solutionsproposedin theliteraturefor multidatabasetrans-
actions,howeverthey allow a higher performancein the
specificreal world environmentin whichtheyareapplied.
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