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ABSTRACT
In this work, we design and demonstrate the feasibility of an innovative reputation-based framework rooted in rigorous statistical theory and belief theory to characterize the trustworthiness of individual nodes in a wireless sensor network (WSN). The resulting mechanism allows the detection of compromised nodes as well as misbehaving nodes. Moreover, trusted querying is enabled by filtering out “untrustworthy sensor nodes and data” and returning the most-trusted aggregate response. We showcase the effectiveness of the proposed framework through a simulation based study.
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1. INTRODUCTION
Security breach can happen in a WSN not only while relaying information to the end-user but also while generating information where the problem is to deal with manipulation of the environment or the sensing channel for cheating and attacks on the integrity of sensing. The traditional approach of providing network security has been to borrow tools from cryptography and authentication. Cryptography presents mechanisms for providing data confidentiality, data integrity, node authentication, secure routing and access control. However, cryptography alone is not sufficient. Attaching message authentication codes (MACs) can verify the consistency of data but cannot verify its validity as the source generating the data itself can be malicious. 

Sensor nodes may be deployed in hostile environments. Sensor nodes are envisioned to be low-cost which make it infeasible for manufacturers to make them tamper-resistant. Therefore, they can be compromised, and an adversary can then launch attacks upon recovering the secret key. A few recent research efforts have proposed mechanisms to provide authentication for wireless sensor networks to prevent false data injection by an outsider attacker ‎[5], ‎[6], ‎[7]. Their basic approaches ‎[10] for security are to use MACs and probabilistic key pre-distribution schemes such as those proposed in ‎[8], ‎[9]. These approaches prevent naive impersonation of a sensor node; however, they cannot prevent the injection of forged or false data from malicious or compromised insider nodes which have already been authenticated as legitimate ones in the networks. Once authenticated as a legitimate node, broadcasting data from that node will be accepted as trusted data in the networks. Besides malicious security breaches, bogus data can also be generated by nodes unintentionally due to the failure of some system components such as radios, sensors etc.
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Figure 1. Schematic Illustration of the Framework.

Conventional view of security based on cryptography ‎[10] alone is thus no longer sufficient for the unique characteristics and novel misbehaviors encountered in wireless sensor networks. Fundamental to this is the observation that cryptography cannot prevent malicious or non-malicious injection of data from internal adversaries or misbehaving nodes. Therefore, the ability of a wireless sensor network to perform its task depends not only on its ability to securely communicate among the nodes, but also on its ability to securely sense the physical environment and collectively process the sensed data. This decentralized in-network decision-making, which relies on the inherent trust among the nodes ‎[1]
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 \* MERGEFORMAT ‎[4], can be abused by adversaries to carry out security attacks through compromised nodes. Dealing with insider attacks (such as those caused by node compromise) and node misbehavior has been a great challenge in resource constrained wireless sensor networks. Ultimately, from the perspective of a sensor network end-user, a secure WSN should provide trustworthy services, such as supporting trusted querying. 

To this end, we believe that, generally, tools from different domains such as economics, statistics, machine learning, and data analysis will have to be combined with cryptography for the development of trustworthy sensor networks. Following this approach, we propose a reputation-based spatial temporal correlated sensing framework (Figure 1) rooted in statistical theory, reputation, trust, as well as belief modeling for building wireless sensor networks. In this framework, nodes maintain reputation of other local nodes, and use reputation to evaluate their trustworthiness. We demonstrate the feasibility of this mechanism to characterize the trustworthiness of individual nodes in a wireless sensor network. The resulting mechanism allows the detection of compromised nodes and misbehaving nodes. Moreover, trusted querying is enabled by filtering out “untrustworthy sensor nodes and data” and returning the most-trusted aggregate response. We showcase the proposed mechanism through a simulation based study.
The rest of this paper is organized as follows. Section 2 presents the reputation-based spatial temporal correlated sensing framework. Section 3 describes sensor node reputation characterization and update scheme.  Section 4 details sensor node classification and compromised node detection. Aggregation result uncertainty quantification is given in Section 5. The results of simulation based evaluation are reported in Section 6. Some related work is summarized in Section 7. We conclude in Section 8.

2. PROPOSED FRAMEWORK
We consider a sensor network composed of a large number of densely deployed sensors that are organized into clusters using clustering schemes such as LEACH ‎[20]. Sensor nodes can also be clustered based on geo-proximity. Figure 1 schematically illustrates the architecture of the proposed reputation-based spatial temporal correlated sensing framework. 
Within each cluster, nodes are divided into a number of separate aggregation sets. Each aggregation set has an elected aggregator. The number of aggregation sets depends on the cluster’s density and desirable data accuracy. In a cluster, all sensor nodes including the cluster head and aggregators are physically proximate. The framework takes advantage of the fact that sensory data are spatially and temporally correlated for sensor node reputation characterization and compromised node detection. A cluster head acts as a gateway of the cluster to the base station, and responds to end-user queries (periodical or on-demand) by sending the queries to individual aggregators. Aggregators, in turn, sample individual sensor nodes for data and return aggregate responses to the cluster head which then combines the responses from aggregators to form an answer to the end-user query and forwards it to the base station. For ease of exposition, we assume that each sensor has bidirectional communication capability and can directly communicate with its cluster head. Each time an aggregator integrates, all the reported data from sensor nodes within its aggregation set constitutes a sampling round. 
Within an aggregation set, the aggregator maintains and updates reputation of each senor node that represents this node’s trustworthiness. Reputation is defined as the perception that a person has of another’s intention. Trust is viewed as belief that one entity believes that the other will act in a certain way, i.e., it describes the level of uncertainty in trust relationship. The reputation metric is constructed based on the statistical properties or observation consistency of sensory data. When a sensor node produces sensory data with statistical properties that are deviated from the norm, its reputation is considered tarnished. Accordingly, this node becomes less trustworthy. After collecting sensor data from each node, an aggregator first classifies these nodes into different groups based on their reputation. The aggregate result of the aggregation set is calculated based on the sensor data from the group of nodes with the highest reputation. Each sensor node’s reputation is then updated by comparing its sensory data with the aggregation result. Based on Josang’s belief model ‎[12], by examining the aggregation result and sensor nodes’ reputation, the aggregator further formulates an “opinion” (details of which are given below) of the aggregation result. The opinion measures the uncertainty inherent in the aggregation result, and it expresses the aggregator’s degree of belief regarding the truthfulness of this result. The aggregator reports the aggregation result and associated opinion to the cluster head. The cluster head in turn integrates the aggregation results from multiple aggregators and associated opinions to derive at a final query response which is sent to the base station. At the same time, all sensor nodes can overhear the reports sent by the aggregators and the cluster head so that they can evaluate and update the reputation of the aggregators and the cluster head based on their own judgment.
Our framework enables each node to build up reputation based on its behavior over time. Compromised nodes can be detected by checking their reputation. A new aggregator or a new cluster head can be re-elected using nodes’ reputation information if needed (e.g., when they become compromised or misbehave due to faults, or for the purpose of balancing each node’s resource use such as power, the role of aggregators and cluster head must be rotated as in LEACH ‎[20]). The opinions of aggregation results can be propagated throughout the network from aggregators, cluster head, and/or an ad-hoc network, and eventually to base stations. This aggregation result and opinion propagation process is governed by a set of subjective logic rules ‎[21].
3. SENSOR NODE REPUTATION CHARACTERIZATION AND UPDATE
Central to our framework is the characterization of reputation of individual sensor nodes and the derivation of a meaningful and powerful trust metric from reputation. Moreover, reputation characterization should be grounded on a solid statistical or information theoretic basis. Through close local interaction among sensor nodes, aggregators, and cluster heads, reputation of nodes are built over time and cross monitored to provide checks and balances.

To the best of our knowledge, there exists no sensor network application whereby a node will require prior reputation knowledge about a node many hops distant from it. We note that even if in future some application requires instant reputation information of a distant node, it can be established dynamically at runtime using the chain of trust relationships between neighboring nodes. In our framework, nodes maintain reputation information only about its neighboring nodes, i.e. nodes that lie in its broadcast domain. This property of “locality” holds the key for scalability of sensor networks. This same property substantiates our claim of developing a reputation-based framework for trustworthy sensor networks. Not only the nodes need to maintain reputation and trust metrics for only a few nodes in the network but they can also easily establish this metric quickly through local interaction.

Specifically, reputation is defined as the perception that a person/party has of another’s intention. Trust is the extent to which one person/party is willing to depend on something or somebody in a given situation with a feeling of relative security, even though negative consequences are possible. It is used by the person/party to make a choice, when an action must be taken before the actions of others are known ‎[13]. When facing uncertainty, individuals tend to trust those which have a reputation for being trustworthy ‎[13]. A framework based upon reputation and trust will help the nodes to distinguish good nodes from bad. Therefore, it is critical to reliably characterize a sensor node’s reputation. Note that reputation is not a physical quantity but it is a belief; it can only be used to predict the future behavior of other nodes and cannot define deterministically the actual action performed by them. We develop two types of reputation characterization and update schemes.
Relative entropy based scheme The idea of this information-theoretic approach is to extract the underlying statistical characteristics from sampled data (i.e., sensor readings) over time and exploit such information to evaluate each sensor node’s reputation. In probability theory and information theory, the relative entropy is a measure of the difference between two probability distributions: from a “true” probability distribution 
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The relative entropy can be considered as a “distance” between the probability distribution of sampled sensory data over time and the “ideal sensory data.” Intuitively, the shorter the “distance” the closer the sensory data is to the ideal data, which means that the node that is generating the data is less likely to have been compromised or misbehaving and is therefore more reputable. The reputation of the node can then be defined as being inversely proportional to a function of
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and the reputation of the sensor node is 1 (i.e., perfect reputation). This type of scheme depends on knowing the ideal probability distribution of sensory data and query type. Surprisingly, for many types of query, this approach is indeed feasible, such as determining the means of sensory data as demonstrated in our simulation study.
Consistency based scheme This statistical approach is based on Bayesian formulation. Each node maintains reputation of its neighbors. A node updates its neighbor’s reputation based on whether or not the latter’s data observed is consistent with its own sensory reading. Several distributions such as beta, Gaussian, Poisson, binomial, can be used to represent the reputation of a node. The beta distribution has been determined to be flexible and simple as well as being strongly rooted in the theory of statistics. In particular, a beta reputation system has been proposed and analyzed in ‎[12].  
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Due to the generally assumed broadcast nature of wireless sensor nodes, a node checks the consistency of data observed by a neighboring node when it reports the sensory data to the aggregator. A simple comparison will result in a binary outcome (i.e., consistent being 1 while inconsistent being 0). The definition of being consistent or inconsistent is application dependent. We will constrain ourselves to binary outcomes only although a more generalized non-binary outcome can be considered. Reputation characterization of a node mounts to predict the future behavior of the node. Assume that node 
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. Therefore, the beta distribution provides a simple closed form result. The beta function is the conjugate prior for the binomial likelihood distribution. This implies that if the a priori distribution is the beta distribution and the new observations follow a binomial distribution, then the posteriori distribution will also be a beta distribution. Given node
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4.  COMPROMISED NODE DETECTION
After the reputation of nodes becomes available, the aggregator can use different ways to identify compromised nodes. A straightforward approach is to use a predefined threshold. If a node’s reputation is below this threshold, the node is considered as compromised. However, determining a proper threshold is challenging. In addition, the threshold should be adaptive in order to take into account the dynamics of the WSN. Note that a compromised node may even launch attacks (e.g., badmouthing attacks) to ruin the reputation of a legitimate node, therefore reducing the reputation of the node. We also observe that in the long term, all the legitimate nodes have higher reputation than compromised nodes as long as compromised nodes do not dominate because the reputation of a node is built over time based on inherent statistics followed by most nodes. Therefore, nodes with different levels of reputation tend to cluster together and can thus be partitioned into separate groups.

We design a clustering algorithm to partition nodes based on node reputation into groups so that the pairwise dissimilarities between those assigned to the same cluster tend to be smaller than those in different clusters. The 
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-means algorithm is an algorithm to cluster objects based on attributes into 
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partitions and attempts to find the centers of natural clusters in the data ‎[19]. The objective that it tries to achieve is to minimize total intra-cluster variance, or, the squared error function 
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-means algorithm to iteratively determine the number of natural partitions
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. This can be accomplished by examining the within-cluster dissimilarity 
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generally decreases and tend to decrease substantially with each successive increase in the number of specified clusters as the natural groups are successively assigned to separate clusters. When the number of clusters >
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, one of the estimated clusters must partition at least one of the natural groups into two sub-groups. This will tend to provide a sharply smaller decrease in 
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is further increased, and therefore provide a stopping criterion. Once the nodes in an aggregation set are classified into different groups based on their reputation attained, the aggregator is able to detect and identify potential compromised nodes because compromised nodes can only affect the number of partition groups. As an example for implementing trusted query processing, the aggregator can collect data by nodes from the highest reputation group and respond. By only considering the data from highest reputation group, aggregation results are immune to the influence asserted by compromised nodes with low reputation.
5.  UNCERTAINTY QUANTIFICATION
To enable trusted querying, we need to quantitatively gauge the level of uncertainty in a returned response. Our approach is based on belief theory. Belief theory is a framework related to probability theory, but where the probabilities over the set of possible outcomes not necessarily add up to 1, and the remaining probability is assigned to the union of possible outcomes. Belief calculus is suitable for approximate reasoning in situations of partial ignorance regarding the truth of a given proposition. Specifically, we borrow Josang’s belief model ‎[12] to explicitly quantify the uncertainty in sensory data aggregation because data received through sensors are inherently noisy and unreliable due to the unavoidable sampling errors, false data injected by compromised nodes, misbehaving nodes, or aggregators. 

Josang’s belief model proposes a belief metric called opinion to express the degree of belief in the truth of a statement. Considered as part of the subjective logic ‎[21], subjective opinions express subjective beliefs about the truth of propositions with degrees of uncertainty. An opinion is denoted as 
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 is the subject; 
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is the proposition (or result) to which the opinion applies; 
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(belief) is the belief that the specified proposition is true; 
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(disbelief) is the belief that the specified proposition is false; 
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(uncertainty) is the amount of uncommitted belief; and 
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 In the absence of any specific evidence about a given party, the base rate 
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The opinion space can be mapped into the interior of an equal-sided triangle, where, for an opinion, 
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 determine the position of the point in the triangle representing the opinion. The top vertex of the triangle represents uncertainty; the bottom left vertex represents disbelief, and the bottom right vertex represents belief. The parameter 
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is the value of a linear function on the triangle which takes value 0 on the edge which joins the uncertainty and disbelief vertices and takes value 1 at the belief vertex. In other words, 
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is equal to the quotient when the perpendicular distance between the opinion point and the edge joining the uncertainty and disbelief vertices is divided by the perpendicular distance between the belief vertex and the same edge. The parameters 
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are determined similarly. The base of the triangle is called the probability axis. The base rate is indicated by a point on the probability axis, and the projector starting from the opinion point is parallel to the line that joins the uncertainty vertex and the base rate point on the probability axis. The point at which the projector meets the probability axis determines the expectation value of the opinion, i.e. it coincides with the point corresponding to expectation value
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. Using Josang’s belief model, an aggregator can formulate an opinion as well as a probability expectation value about the aggregate result. 
By introducing opinion as a subjective belief to interpret the degree of trust about aggregate results and applying subjective logic ‎[11] on the opinions to manage trust propagation from sensor nodes through the sensor network (i.e., sensor nodes, aggregator, cluster head, and other ad-hoc WSN nodes along the path to the base station), the uncertainty in the query response can be precisely quantified, which offers a handle on measuring “most trusted” query responses. 
Specifically, consider two parallel transitive paths (sensor nodes, aggregator, and cluster head) in Figure 2. Cluster C receives aggregate results from aggregators A and B with opinions
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, respectively. At the same time, cluster C maintains reputation and corresponding opinions about aggregators A and B,
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, respectively, using consistency based scheme developed in Section 3. When cluster C formulates an opinion about aggregation result from two parallel transitive paths, it needs to take into account its own opinion about the aggregators. 
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Figure 2. Drive Trust from Parallel Transitive Paths.

Intuitively, if cluster C does not have a high confidence of an aggregator, then the aggregation result from this aggregator should be discounted. Therefore, using subjective logic ‎[21], belief discounting can be used to compute trust transitivity along a path. For example, given
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, cluster C generates a discounted opinion about the aggregation results 
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 from aggregators A and B, respectively. The effect of discounting in a transitive path is that uncertainty increases, not disbeliefs. Cluster C will then formulate a consensus 
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The consensus of two possibly conflicting opinions is an opinion that reflects both opinions in a fair and equal way (Figure 2). Again this can be accomplished by subjective logic. The effect of the consensus processing is to amplify belief and disbelief, and reduce uncertainty. The consensus result and an opinion will be forwarded towards the base station.

6. SIMULATION EVALUATION
In this section, we report the results of simulation-based study on the effectiveness of our framework. The study is performed using QualNet network simulator ‎[23]. We report a typical network setup for simulation in which a cluster consists of 25 nodes (Figure 3) with node 25 being the cluster head and is organized into two aggregation sets with nodes 1 and 13 being the aggregators, respectively. All but 4 nodes behave normally unless specified otherwise. Specifically, nodes 5, 15, and 16 misbehave all the time and node 6 misbehaves during time interval (150, 450) seconds. Normal nodes generate sensor readings, e.g., with a temperature at around 70F with certain variance while the sensor readings of misbehaving nodes may deviate from the norm. The simulation time is 32 minutes.
6.1. Sensor Node Reputation Evolution 

We first show the results of node reputation characterization and update. Figure 4 depicts the sensor node reputation evolution over time with two curves: one showing the reputation of a normal node and the other showing that of a misbehaving node. Clearly, after an initial warming up period, a normal node quickly attains a high reputation (close to 1, the perfect reputation) and maintains a high reputation all the time. Misbehaving nodes, however, only achieve significantly lower reputation values. Node reputation values evolve based on actual sensor readings and their inherent statistical properties. The reputation value of a node at a particular instant reflects both the instantaneous reading and the past history of sensor readings.

Figure 5 shows a snapshot of the cluster-wide reputation of sensor nodes at the closing of the simulation. Note that node 6 misbehaves during (150, 450) seconds. Its reputation suffers when it misbehaves. Section 6.3 discusses more about a significant scenario that involves a cooperative malicious node such as node 6. Based on the reputation of nodes, misbehaving nodes can be readily identified and isolated.
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Figure 3. An Example Logical Hierarchical Topology Used in QualNet Simulation.
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Figure 4. Sensor Node Reputation Evolution: a Normal Node versus a Misbehaving Node.
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Figure 5. A Snapshot of Reputation of Sensor Nodes.
6.2. Aggregation Result and Belief of Result with Misbehaving Nodes 
One of the objectives of our framework is to enable trusted query and to quantify the extent of uncertainty in the returned response. This is achieved through a two-stage process in which aggregators obtain the first stage aggregation result and a quantification of uncertainty in terms of a belief value, and subsequently the cluster head fuses the aggregation results from multiple independent aggregation sets to provide much needed robustness. 
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Figure 6. Aggregate Sensor Readings at an Aggregator.
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Figure 7. Expected Belief at the Aggregator (Measures the Uncertainty in the Aggregate Sensor Reading).

Figure 6 illustrates the aggregated sensor reading from an aggregation set while Figure 7 depicts the corresponding belief value of the aggregation result provided by the aggregator. Despite the existence of misbehaving nodes, the aggregation result appears to be immune to the impact of misbehaving nodes. Moreover, the aggregator expresses high confidence in its aggregation result as demonstrated by the expected belief values over time (Figure 7).

Similarly, by integrating inputs (both aggregation results and belief values) from two independent aggregation sets, Figures 8 and 9 clearly show that the returned query response is immune to misbehaving nodes. More importantly, the user is offered a quantitative expression of how trustworthy the returned response is in the form of an expected belief value that accompanies the response.

6.3. Impact of Cooperative Malicious Node 
We look into a scenario in which node 6 misbehaves more intelligently. The compromised node 6 first functions as a legitimate one till 150 seconds so that it can build up its reputation as high as other normal nodes. Later on from 150-450 seconds, it misbehaves and goes back to normal after 450 seconds. Figure 10 captures the reputation of node 6 as characterized by our mechanism. As seen from the figure, the reputation of node 6 suffers significantly and then gradually but slowly recovers after node 6 behaves normally. This cooperative malicious behavior is detected by our scheme. Therefore, its sensor readings are isolated to keep the aggregation result consistent with the true value all the time as shown in Figures 6-9.
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Figure 8. Aggregate Sensor Readings at the Cluster Head.
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Figure 9. Expected Belief Value at the Cluster Head that Measures the Uncertainty in the Query Response.
[image: image103.emf]-0.2

0

0.2

0.4

0.6

0.8

1

1.2

0 200 400 600 800 1000 1200 1400 1600 1800 2000

Time (Seconds)

Node 13 Reputation


Figure 10. Sensor Node Reputation Evolution: a Cooperative Malicious Node (Node 6).
7. RELATED WORK
Trust-management approach for distributed systems security ‎[14] was first introduced in the context of Internet as an answer to the inadequacy of traditional cryptographic mechanisms. Some of the notable earlier works in this domain have been trust-management engines such as KeyNote ‎[15] and RT framework ‎[16]. Since then, reputation-based frameworks ‎[22] based on the approach of trust management have been extensively studied in many contexts and equally diverse domains such as human social networks, e-commerce, 802.11 networks, peer-to-peer networks, and so on ‎[1]

 REF _Ref223899427 \r \h 
‎[2]

 REF _Ref223899429 \r \h 
‎[3]

 REF _Ref223899430 \r \h 
‎[4].

It is well known that reputation systems (e.g., eBay, Yahoo auctions) can be tricked by the spread of false reputation ratings, be it false accusations or false praise ‎[18]. In ‎[17], a new promising approach of maintaining reputation of the reputation ratings have been proposed to counter these attacks, although it is far from being fully developed.
‎[24] proposed a secure synopsis diffusion scheme for resilient hierarchical data aggregation despite the presence of compromised nodes in the aggregation hierarchy. It combines multi-path routing schemes with duplicate-insensitive algorithms, to accurately compute aggregates (e.g., Sum, Count, Average) in spite of message losses resulting from node and transmission failures, as well as attacks. ‎[27] presented a novel distributed algorithm called CountTorrent, that enables fast estimation of certain classes of aggregate queries ( COUNT, SUM). In ‎[25] stealth attacks were studied where an adversary seeks to deceive the system without being detected. Several measures were proposed to make a sensor network resilient to attacks. Using a reputation-based trust framework, ‎[26] introduced a mechanism that prevents the election of compromised or malicious nodes as cluster heads, through trust based decision making. 
8. CONCLUSION
Wireless sensor networks might be deployed in a malicious environment where it is very likely to be opposed to node compromise. Trustworthiness of individual sensor nodes can be characterized by using different techniques, our work exploited statistical theory as well as belief theory in order to achieve such characterization. The resulting technique was able to detect malicious nodes as well as misbehaving nodes. In addition to node compromise detection, a query to retrieve the aggregate response was highly trusted by looking at the expected belief of that response. The proposed framework was able to filter out any untrustworthy data and return the most-trusted aggregate response. We finally conducted a simulation based study to measure the effectiveness of the proposed framework. 
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