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Specifically, in our example from Fig-
ure 2, for the older adult population, 
we can restrict the operating range 
(property ssn#MeasurementRange ) 
to accommodate the differences in the 
breathing measurements for the target 
population, which can help improve 
the accuracy of the readings through 
identification of more errors or discrep-
ancies in the data values. Many of the 
other parameters or entities described 
in the ontology are specifically left un-
defined to fit user requirements and en-
able reusability, which can be leveraged 
for specific target populations to im-
prove user-centric applications, espe-
cially in healthcare.

Use Case 2: Smart Home 
System
In this use case, consider a smart home-
monitoring system that uses several IoT 

devices to measure the physical and 
cognitive health conditions of older 
adults living independently in their 
homes. Such a system can be used to 
detect falls and to study the residents’ 
continuous behavior pattern and gen-
erate alerts when the residents devi-
ate from their normal behavior. Apart 
from the wearable sensors discussed 
earlier that can measure physiological 
changes in the residents, environmen-
tal sensors are also placed in this smart 
environment. These include a depth-
sensor-based system that is in place for 
continuous anonymized fall monitoring 
and activity analysis, including seden-
tary behavior.12,13 Moreover, wireless 
motion sensors are in place in the envi-
ronment to study the interactions of the 
people in the environment, as well as 
to further examine their behavior pat-
terns, such as measuring the time away 

from home14 and movement within the 
living spaces.13,14 Figure 3 shows such a 
system in the home of an older couple; 
the IoT devices are all routed through 
a common channel via the Internet 
and stored in a secure database. Cor-
responding behavior analysis is shared 
with the clinician as well as the couple’s 
family members. In this use case, we 
will discuss two challenges in terms of 
the network and application layers that 
relate to a more complex multimodal 
data fusion IoT-focused application.

Incorporating Data Integration  
at the Network Layer
The fall-detection system we described 
earlier requires a common framework 
that can integrate wearable sensors 
with environmental sensors such as the 
wireless body/personal area network 
(WBAN).15 WBAN allows long-term, 

Figure 2. The bottom of the figure shows four of the OSI layers: data link, network, presentation, and application. The top 
shows the DIKW (data-information-knowledge-wisdom) pyramid that maps wearable sensor data to meaningful information. 
The current use case is in the area of lung function analysis in the elderly population.
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unobtrusive, ambulatory health moni-
toring with instantaneous feedback to 
the user about the current health sta-
tus. The devices are connected wire-
lessly via low-powered networking pro-
tocols such as Zigbee (motion sensors), 
Zwave, or Bluetooth (activity track-
ers), as well as through high-powered 
wired connections (Kinect). Device in-
teroperability is crucial to ensure that 
all the data are recorded simultane-
ously, continually, and accurately. 
However, systems such as the semantic 
gateway bypass the network interop-
erability that acts as a bridge between  
the IoT devices and the Internet to al-
low part of the data processing to oc-
cur in the gateway, enabling faster  
decision support.16

Effect of Application-Driven 
Quality of Service at the OSI 
Application Layer
A crucial and often overlooked chal-
lenge in terms of quality of service for 
the smart home system is that quality 
is dominated by its weakest link—that 
is, the lowest-quality sensor device. 
This could include a failed sensor, de-
vice-specific network connectivity is-
sues, or even database malfunctions. 
As an example, consider the fall- 
detection system in the smart home 
setting. This system comprises hetero-
geneous sensors, such as depth and au-
dio sensors, to detect falls inside the 
home and alert the clinicians. How-
ever, if the lowest frame rate among 
the sensing devices (say, the depth  

camera) is 2 frames per second, that 
will be the resolution of the overall sys-
tem, conservatively speaking. Although 
this frame rate might be sufficient for 
activity-monitoring systems, the reso-
lution could be too low if we want to 
detect falls occurring inside the home. 
Moreover, the depth sensor’s low frame 
rate can seriously affect the fall-recog-
nition system if it is a combination of 
multimodal sensors such as depth and 
audio, which relies on the sensor fusion 
for detecting the fall occurrence. To ad-
dress this, we can use two factors for 
activity recognition: the individual sen-
sors’ data quality and knowledge of the 
activity itself.

An important point to note here is 
that both of the factors discussed in 

Figure 3. A smart home system in which an older couple is monitored using wearables and environmental sensors for fall 
prevention and activity monitoring. The data are further transmitted via the Internet to enable real-time clinical decision 
support.
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Table 1 require prior knowledge of 
the activities, as well as evaluation 
of the sensor data quality that can 
be leveraged to learn the aggregation 
measures for multimodal data fusion.

Internet of Everything or 
Indispensable Role of Humans in 
Quality Control
The two factors discussed in the qual-
ity of service of the smart home sys-
tem in Table 1 are essential for the ef-
fectiveness of the smart home system. 
However, despite the incorporation of 
activity knowledge as well as the IoT 
device quality, the performance of the 
state-of-the-art fall-detection system is 
still low. One way to improve the sys-
tem’s performance is to incorporate 
human knowledge into the IoT system 
architecture. In fact, the Internet of 
Everything (IoE) is a concept that ex-
tends the IoT framework on machine-
to-machine (M2M) communications 
to encompass people and processes for 
a much larger scale of data analytics.  
For our smart home-monitoring  
system, by incorporating a human-
in-the-loop, the fall-detection system 
can achieve a much lower false-alarm 
rate that will alert the clinician and 
family members of a fall only after a 
technical nursing staff dedicated for 
this purpose has confirmed its occur-
rence. This can not only reduce clini-
cian fatigue but also prevent undue 
panic through a more mediated IoE 
approach. Moreover, through an ac-
tive learning process, the existing 
fall-detection system can update the  
algorithm to reduce the number of  
instances where the human-in-the-
loop is required using the IoE design.

In a report from Cisco on IoE inno-
vations,18 a key insight was on the in-
creased usage of mobile applications 
for interacting with IoE processes. 
For a fall-detection system, using a 
fall-detection mobile application will 
further allow clinicians and family 
members to access real-time feedback 
on their patient or loved one’s sta-
tus, thereby transforming the current 
clinical decision support system.

Overall, we see the effect of the 
IoT, and even the IoE, on two use 
cases in daily life. Through improved 
IoT data quality, the IoT can have a 
staggering impact on different facets 
of our existence, from entertainment, 
surveillance, transportation, and 
daily activities to industry applica-
tions and healthcare. 
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