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Abstract. This paper investigates the feasibility of a resource prefetcher
able to predict future requests made by web robots, which are software
programs rapidly overtaking human users as the dominant source of web
server traffic. Such a prefetcher is a crucial first line of defense for web
caches and content management systems that must service many requests while maintaining good performance. Our prefetcher marries a
deep recurrent neural network with a Bayesian network to combine prior
global data with local data about specific robots. Experiments with traffic logs from web servers across two universities demonstrate improved
predictions over a traditional dependency graph approach. Finally, preliminary evaluation of a hypothetical caching system that incorporates
our prefetching scheme is discussed.
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Introduction

A Web robot is an autonomous agent that sends HTTP requests to web servers
around the world. Recent studies, including our own [16], indicate that upwards
of 60% of the traffic faced by web servers comes from robots [17], while only 20%
of traffic came from web robots a decade ago [13]. This rise in traffic may come
from the necessity for services to retrieve share-in-the-moment news and social
data [15]. Moreover, internet-of-things devices will increase this proportion as
more devices which operate autonomously are connected to the web.
Prefetching web resources for caching and content management systems is a
common technique to anticipate and pre-load the resources likely to be requested
next for fast, low latency access [14, 8, 3]. Prefetchers for human traffic are an essential component of web caches, but as robots exhibit different functionality [5],
access patterns [7], and traffic characteristics, traditional prefetching strategies
applied to traffic with high levels of web robot activity exhibit degraded performance. The degree of uncertainty and few restrictions on robot behavior requires
powerful soft computing techniques to find and utilize the possibly weak latent
patterns existing in their requests. This paper proposes a prefetcher with such
techniques for robot-laden web traffic. Evaluations show that the synergistic
use of a deep recurrent neural network (RNN) and a Bayesian network greatly
improves prefetching performance for robot traffic.
* Ning Xie and Kyle Brown are joint first authors of this paper.
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Related Work

There have been many previous studies which have examined the characteristics
of web robot traffic. Doran et al. [7] study the distribution of request types (e.g.
image files vs web pages) for human and robot traffic. The authors note that
web robots have a strong penchant for larger resources; they are 10 times more
likely to request resources larger than 10MB when compared to human traffic.
Rude et al. [16] develop an Elman Neural Network to predict global trends
of request types for robot traffic. Almeida et al. [1] investigate the impact of
web robots on cache hit rate. The authors examined the referencing pattern of
web robots and found out the pattern exhibits “round-robin” traits, disrupting
locality assumptions which can leave an LRU cache useless. In [5], the authors
classify web robots according to their functionality and request patterns. In
[2], the authors suggest web servers should implement new interfaces for robot
traffic that provide metadata archives describing the content. By querying the
metadata instead of requesting all resources from some precomputed list, a robot
is able to narrow its selection down to a more refined set of resources reducing
the amount of bandwidth consumed. Li et al. [12] propose a hybrid cache design
that is broken down into 3 sections: (i) an index cache which stores inverted
indices for user search queries (ii) a results cache which caches a results page
returned for a unique user search query and (iii) a document cache to cache
documents on the server. However, the authors filter out robot traffic to better
understand the user behavior and queries.
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Prefetching Scheme

Fig. 1: A caching architecture with robot request prefetching
This section introduces the design of the request prefetcher. Its design and
integration into a hypothetical caching architecture is illustrated in Figure 1.
After a request is processed, it is labeled as originating from a robot or a human through a real-time detection algorithm (of which many exist in the literature [6]). If the request is labeled as a robot, the proposed prefetcher will predict
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what subsequent robot requests will be made. To identify the more subtle patterns that exist in robot request sequences, prefetching is done by combining a
deep recurrent neural network (RNN) with a Bayesian network model. The RNN
is used to predict the ‘orientation’ of the robot request stream by predicting the
subdirectories future robots will likely visit next given their past history. From
the k subdirectories the RNN predicts robots will visit next, a Bayesian network
selects the subset of resources within those directories to be prefetched. The
Bayesian network incorporates prior information in the form of global web robot
patterns, as well as the request patterns of the particular web robot who made
the last request, to tailor the prediction to future requests from that robot. This
idea is motivated by the idea that robot request sequences often come from the
same robot, who send a number of requests within a short period of time.

Fig. 2: RNN structure to predict subdirectory requests
RNN Specification. The RNN architecture is presented in Figure 2. It has an
embedding layer that translates ordered sequences of the subdirectories robots
visited to an input, a long short-term memory (LSTM) layer that learns sequence
patterns, dropout layers that control for overfitting, and a fully connected layer
to compute the likelihood a subdirectory will be visited next. An LSTM layer
is often used for sequence processing since LSTMs can hold “memory” over
long periods [10, 9]. The RNN was trained with dropout parameters set to 0.2.
Validation loss was monitored with a patience of two. Training ended when no
improvement in loss over a validation set was observed or after 128 epochs (passes
over the training data).
Bayesian Networks. Two Bayesian models were developed to predict which resources a robot will request next in a given set of subdirectories. The first model,
called the simple model (SM), first draws a resource type from a multinomial
distribution and then an individual resource from another multinomial distribution corresponding to the set of resources of the drawn type. Request types
are modeled based on past work that demonstrated request type preferences for
Web robots [16, 11]. Prior knowledge is given by hyper-parameter settings for the
resource type and resource request distributions, which considers the number of

4

Xie and Brown et al.

times we observe any robot requesting resources in a subdirectory. This is useful
if a specific robot has not made many requests to the web server in the past.
The generative process and its hyper-parameters are shown in Figure 3 using
the notation in Dietz [4].

Fig. 3: Bayesian network of the Simple Model
The data likelihood of the simple model is Pr (r1 , · · · , rM , t1 , tM |θ, P ) =
PK
PRj
exp{ j=1 (mj log(θj ) + l=1
nj,l log(pj,l ))} where M is the total number of observed requests by the robot in this subdirectory, K is the number of resource
types, mj is the number of requests for a resource of type j by the robot in
this subdirectory, θj is the multinomial parameter for resource type j, Rj is the
number of resources of type j in this subdirectory, nj,l is the number of times the
l-th resource of type j in this subdirectory was requested by the robot, and pj,l is
the l-th component of the multinomial parameter vector pj for resources of type
j in the subdirectory. The parameter vector θ of resource types is drawn from
θ ∼ Dirichlet (α) and for each resource type j, the parameter vector is drawn
K
from pj ∼ Dirichlet (γ j ). The values of the hyper-parameters α and Γ = {γ j }j=1
(g)

are chosen using global statistics from all robots by αj = αmj /M (g) , where α
PK
(g)
is the prior strength for α, so that j=1 αj = α, mj is the global number of
requests for resources of type j, and M (g) is the global number of requests. γ j is
(g)
(g)
(g)
chosen as γj,k = γnj,k /mj where nj,k is the global number of requests for the
k-th resource of type j, and γ is the prior strength for Γ .

Fig. 4: Bayesian network where request types are generated by a Markov process
A second model is an extension of the simple model, where resource types
are now generated by a Markov process instead of draws from a multinomial
distribution. It attempts to consider patterns in the request type sequence of a
robot, which may be helpful when robots are only interested in specific kinds of
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resources (e.g. an image scraper) [16]. For the Markov model, an “observation”
is not just a single resource-type pair, but a sequence of resource-type pairs. The
generative process for this model is depicted in Figure 4. We assume there are L
such observations, and that the ith sequence has length Mi and is represented by
(i) (i)
(i) (i)
(r1 , t1 ), · · · , (rMi , tMi ). The entire set of observations is denoted by R. Then
the data likelihood for the Markov model can be written as: Pr (R|θ, P, A) =
PK
PK
PRj
exp{ j=1 (mj log(θj ) + k=1 Tj,k log(aj,k ) + l=1
nj,l log(Pj,l ))} where mj is
the number of times an observation started with a request for a resource of type
j, Tj,k is the number of transitions from type j to k within an observation were
observed, and nj,l is the number of requests for the l-th resource of type j over
all observations. The other symbols are the same as in the simple model. The
parameters θ and P in the Markov model are assumed to be generated from the
same distributions as the simple model. Each row aj of the transition matrix
A is drawn from aj ∼ Dirichlet (λj ) for 1 ≤ j ≤ K. Here λj is the j-th row
of the hyper-parameter matrix Λ. As for the simple model, hyper-parameters
for the Markov model are computed from global statistics for all robots. α and
Γ are computed the same way as the simple model. Each element aj,k of A is
(g)
(g)
(g)
computed as aj,k = aTj,k /Tj where Tj,k is the global number of transitions
PK
(g)
(g)
from a resource of type j to type k, Tj = k=1 Tj,k is the global transition
count from a resource of type j, and a is the prior strength of A.
Parameter estimation for all models was done using maximum a posteriori
estimation (MAP) because of the ability to obtain a closed-form solution for
parameters for the simple and Markov models. Since the models need to be
updated as requests come in to the web server, this approach was used to enable
an efficient implementation. The MAP parameter values for the simple model
are θ̃j = (αj + mj − 1)/(α + M − 1) for 1 ≤ j ≤ K and p̃j,l = (γj,l + nj,l −
PRj
1)/(Γj + mj − 1) for 1 ≤ j ≤ K and 1 ≤ l ≤ Rj , where Γj = l=1
γj,l .
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Prefetching Evaluation

To evaluate the models, Web logs across all web servers at Wright State University (WSU) and the University of Pavia were collected. The WSU logs represent
a 3 month period in 2016 while the Pavia logs span a 5 month period over
2014. Robot traffic was extracted from the logs by following a simple heuristic
procedure using the crowdsourced database botsvsbrowsers1 . Checking the useragent of each request in the log against the nearly 1.5 million agents recorded on
this database, a user-agent match to a known robot is used to mark the session
as a robot. While many probabilistic detection methods exist [6], this heuristic
approach guarantees that we only evaluate the prefetcher on true robot traffic
while still giving us a sizable number of sessions. Specifically, 221,683 and 14,401
robot sessions were extracted from WSU and the University of Pavia logs, respectively. The models were trained on two-thirds of earlier arriving sessions
from each dataset, while the remaining third was used for evaluation.
As a baseline for comparison of the system, a multinomial distribution was
fit over all resources in the directory. In the plots below, this is called a base
1

www.botsvsbrowsers.com
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model. To show the improvement of the Markov model when using prior information it was fit using both MLE and maximum a-posteriori estimation (MAP).
Evaluation was carried out by: (i) examining the top-k accuracy of the RNN for
subdirectory prediction; (ii) comparing the performance of the Bayesian models
for representative subdirectories on both servers; and (iii) testing the prefetchers capability to accurately identify the next request a robot in a caching system.
RNN Evaluation. RNN evaluation was carried out by checking its top-k accuracy, which is defined as the percentage of time the true subdirectory visited
next by a robot is among the k most probable subdirectories predicted by the
RNN (called a hit). These accuracies are compared against a simple predictor
that always predicts the most commonly requested subdirectory as the next one
a robot will visit. the empirical probability of the most frequently requested subdirectory in the in Figure 52 . They both show promising results as the RNN is
able to identify the subdirectory of the next resource to be requested 68% of the
time on WSU and 42% of the time over the Univ. of Pavia data. If we allow the
RNN to suggest k = 2 subdirectories to the Bayesian model, the accuracy substantially improves to 74% and 54%, respectively. It is interesting to note that
the accuracy of subdirectory predictions taper off as we let k > 5, where the
RNN sports accuracies of 77% and 66% on the two servers. This is a desirable
property for cache prefetching; the RNN should submit a minimum number of
subdirectories to the Bayesian model, thus minimizing the number of resources
it needs to predict requests for.
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Fig. 5: RNN subdirectory prediction performance
Bayesian Model Evaluation. Bayesian models were evaluated by checking its
average top-k accuracy for predicting resources across each subdirectory of the
WSU and Univ. of Pavia logs. These averages were taken over models for all
robots seen making at least one request to a given subdirectory. Comparisons of
the model within subdirectories of the same web server and between the different
web servers provides information about when the models perform well or poorly.
2

The RNN is labeled LSTM in the figures.
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Figure 6 compares the performance of the Simple Model to the Markov Model
(with parameters fitted using both MAP estimation and MLE) and to a ‘base
model’, which is defined as the prediction by drawing from a multinomial distribution fitted to the proportion of times each resource was requested in the
training data, to two directories on WSU. The ‘base model’ represents a basic
empirical approach for predicting requests made by a single robot with only information about that robot. The WSU root directory is extraordinarily popular,
with robots requesting resources from it over 60% of the time, and it contains
around 5% of the resources on the server. Despite the fact that about a thousand
resources are located in this directory, Figure 6a shows how the large number
of requests provide many observations from various robots to yield a rich prior
distribution that allows the Simple Model to make better predictions compared
to the base model. It is also interesting to note how poorly the Markov Model
performs, even compared to the Base Model. This may be because the Markov
Model seeks to fit resource type patterns that are common to both global and
local robot traffic when no such pattern exists. For example, if the root subdirectory contains an even distribution of resource types, it may be the case that
the Markov Model’s attempt to find patterns in resource type sequences may
add noise that reduces performance.
Figure 6b shows a comparison of the models against a different, less popular
subdirectory on the website. In contrast to the root directory, we find that both
Bayesian models perform almost identically to the Base Model. Such a pattern
may emerge when very few requests from all robots are made to the subdirectory,
since the Simple Model reduces to the Base Model when using MLE, which could
occur when the prior information is the same as the observations for the current
robot, or if there is no prior information. This suggests that the power of the
Bayesian models relies on observing a large number of requests from a diverse
set of robots in a subdirectory. It may also imply that, out of a risk for admitting
a number of resources that have low probability of being requested, prefetching
resources from some directories should not be done at all.
Figure 7 examines the performance of the Bayesian model over subdirectories
at the University of Pavia. This web server represents the interesting condition
where the simple MLE-based Base Model for request prediction performs astonishingly well (with 96% prediction accuracy on the root and on a seldom
requested image directory). This may be due to the different structure of the
University of Pavia’s website along with the smaller size of the dataset. As the
top-k plots tend to plateau quickly, this might indicate that there are fewer resources commonly requested by robots for each subdirectory. Having a smaller
dataset size would provide less prior information, reducing the ability of the
Bayesian models to outperform the Base model.
Despite this, the Simple Model is still able to over-perform the Base Model
by fusing together data about global and specific-robot patterns. As with the
WSU subdirectories, the Markov Model still underperforms the Base and Simple
Models in the root directory. This probably indicates that there is little pattern
between the resource types of robot requests in high-traffic directories such as
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the root directory. Note that the Markov Model fit with MAP performs as well as
the Simple Model in the /contents/instance1/images directory (Figure 7b),
which could indicate the lack of a pattern that is picked up on by the Markov
Model, i.e. the probability of requesting a resource of a certain type given the
previous type is always the same no matter the previous type and matches the
type probabilities predicted by the Simple Model.
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Fig. 6: Bayesian model performance, WSU subdirectories
Implications for Web Caching. Next, the implications of this prefetcher to a
caching system like the one shown in Figure 1 is investigated. In this preliminary
study, the actions of this architecture were simulated over the later 1/3 of the
WSU logs (the same data used for testing the RNN and Bayesian models). The
cache limit was set to 100MB, of which 80MB was reserved to cache human traffic
and 20MB was reserved to store requests predicted to be requested by web robot
traffic by the proposed prefetcher. Experiments were ran with varying levels of
robot sessions in the data by interweaving a random oversampling of human
sessions that were extracted by the botsvsbrowsers identification scheme.
The performance of the prefetcher is compared to a dependency graph, a popular and often used Markov model for prefetching resources in caching systems.
Figure 8 compares the precision and recall of these two prefetching approaches
over robot traffic. Here, precision is defined as the number of times the prefetcher
successfully prefetched the resource requested next divided by the total number
of prefetches that were made. Recall is defined as the percent of time that a
prefetched resource still in the cache was requested by any robot. Recall measures instances where, for example, a resource may be requested multiple times
after it is added to the cache, or a resource prefetched but not requested next
by a robot was eventually requested in the future while it was still in the cache.
The top-k subdirectories considered and the top-n resources chosen by the soft
prefetched were set to k = 3 and n = 2 following a parameter sweep of different
values, choosing the pair that yielded the highest F1 score. In these settings, Figure 8 shows how the precision of a dependency graph is ∼ 5.5 − 7% and its recall
is 4% regardless of how many robots are visiting the cache. The soft prefetcher,
however, enjoys a 2-4x gain in performance, leading to significant improvements
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in the efficiency of a web cache. Moreover, the soft prefetcher is able to maintain
these strong values even in the face of extraordinarily high levels of Web robot
traffic, which the web may experience in the future.
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Fig. 7: Bayesian model performance, Univ. of Pavia
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Conclusions and Future Work

This paper introduced a novel soft computing prefetcher for web caches tailored
to mitigate the degradation of web system caches by web robots. The approach is
rooted in the idea that a deep recurrent neural network would be able to find patterns in the ordering of subdirectories visited by web robots, and that Bayesian
models can incorporate observations about all robot traffic with data about a
particular robot to formulate accurate request predictions within subdirectories. Evaluation results indicate significant gains over MLE-based approaches
for predicting web robot request patterns, and significantly better prefetching
performance for a web cache compared to the popular dependency graph approach. Future work will further evaluate the dual caching approach and will be
exercised over datasets from different universities. Alternative Bayesian models,
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incorporating patterns besides request type patterns, will also be explored for
robot resource request prediction.
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